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Task 2
Continuous and discrete systems: models and verification

I Mathematical modelling of Cyber-physical systems or biological
systems involves different classes of mathematical models going
from finite state automata to differential equations which may also
involve distributed computations.

I The coupling of these classes of models requires a great care.

I All these elements make the application of formal methods
challenging (for verification or controller synthesis)

Interconnected systems1
2.2 Systems and interconnections 45
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Figure 2.2 – A network of 3 components with I = {1, 2, 3} and a connectivity relation
I = {(2, 1), (1, 2), (2, 3), (3, 3)}.

• the set of outputs Y =
Q

i2I Yi;

• (w1, 0, x, y) : E ! W1⇥{0}⇥X⇥Y 2 T is a trajectory of � if and only if for all
i 2 I, there exists a trajectory (wi,1, wi,2, xi, yi) : E ! Wi,1⇥Wi,2⇥Xi⇥Yi 2 Ti

of ⌃i such that the internal inputs are constrained by the relation

wi,2(t) = (yj1(t), . . . , yjp(t)), where N (i) = {j1, . . . , jp}

for all i 2 I and for all t 2 E.

By abuse of notation, the constraints on the internal inputs will be written as wi,2 =Q
j2N (i){yj}.

An illustration of a network of interconnected systems is given in Figure 2.2.

Remark 2.9. Let us remark that in the proposed interconnection structure, all the
internal inputs of a system are outputs of other systems. Then, the composed system
� = h(⌃i)i2I , Ii has trivial null internal inputs. Hence, with an abuse of notation, we
will denote � = (W1, X, Y, T ) and (w1, x, y) 2 T , with (w1, x, y) : E ! W1 ⇥X ⇥ Y
as a trajectory of �. Similarly, all initial elements ⌃i, where i 2 Iinit have trivial
null internal inputs and we use the same notation for their trajectories.

We should emphasize that trajectories of systems need not be defined on the
whole time domains N or R+

0 . This makes it possible to avoid forward-completeness
issues related to systems composition as shown in the following example.

Example 2.5. Let us consider the system ⌃1 = (W1, W2, X, Y, T ) where W1 =
{0}, W2 = X = Y = R. A trajectory of ⌃1 is a quadruple (0, w2, x, y) : E !
W1 ⇥ W2 ⇥ X ⇥ Y in T where E 2 E(R+

0 ), w2 is continuous, x and y are di↵eren-
tiable and such that x(0) = 1 and for all t 2 E,

(
ẋ(t) = w2(t)

y(t) = (x(t))2.

Let I = {1} and the interconnection relation I = {(1, 1)}. It is clear that {⌃i}i2I is
compatible for composition w.r.t I. It can be seen that ⌃1, has trajectories defined
on the whole time domain R+

0 . However, if we only consider those trajectories, the
set of trajectories T� of the composed system � = h(⌃i)i2I , Ii would be empty since
the trajectories of T� are of the form (0, x, y) : E ! W1 ⇥ X ⇥ Y where E ✓ [0, 1),
and for all t 2 E, x(t) = 1

1�t and y(t) = 1
(1�t)2

.

1Figure from PhD Thesis of Adnane Saoud



Examples

I Predicate abstraction of continuous-time dynamical systems2

I Cell programming as Boolean Networks3
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abstract states…Defines

Decomposing the state space: Semialgebraic Decomposition

 3Sogokon, Ghorbal, Jackson, Platzer, VMCAI 2016

A = {x, y, x + 1, y + 1}
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Fig. 1: Di↵erent flavors of Boolean networks reprogramming.

parameters. Thus, they turn out to be well suited for modelling cellular di↵erenti-
ation processes and thereby predict perturbations for their control [1,5,6,7,18,24].
In Boolean networks, each gene or protein is modelled as a binary variable, which
can only take 0 or 1 as its value: a value of 0 means that the gene or protein is
inactive, whereas a value of 1 means that the gene or protein is active. Each vari-
able is assigned with a Boolean function, which determines the next value of the
variable given the current values of other variables of the network. The computa-
tion of the next states depends on the chosen update mode for the variables. In
this paper, we focus on the asynchronous updating mode where a single variable
is updated at a time, selected non-deterministically. The long term dynamics of
a Boolean network is described as attractors, which can be either single-state
attractors (fixed points), or cyclic attractors.

Cell reprogramming consists of triggering a change of cellular phenotype. In
the context of Boolean networks, phenotypes are modelled by the attractors.
Cellular reprogramming becomes then a control problem: driving the dynamics
of the network from a source attractor to a target attractor. In order to control
a network, the system is perturbed out of its actual state. These perturbations
can be applied instantaneously (for an instant), temporarily (for limited time),
or permanently (mutations). In this paper, we focus on instantaneous perturba-
tions. Moreover, the perturbations can take place at di↵erent “times”, and as
such, multiple kinds of reprogramming strategies can be found in the literature.

Existing works focus on one-step reprogramming [5,7,10,16,18], or in rare
instances, on sequential reprogramming, e.g., [12]. One-step reprogramming al-
lows applying perturbations only once as shown in Fig. 1(a). On the other hand,
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Fig. 2: The graph of BN and its transition system, with the attractors in red.

3 Attractor-based Sequential Reprogramming

3.1 Motivation

In most methods on cellular reprogramming using Boolean networks [18,7,16], all
perturbations are done at once, and the system is left to stabilize itself towards
the desired target attractor. However, allowing perturbations to be performed
at di↵erent points in time opens alternative reprogramming paths, possibly less
costly. In general, sequential reprogramming allows the network to be perturbed
in any state (transient states or states in an attractor) [19,12]. This requires
complete observability of the system, which is very hard to obtain experimentally.

To make the sequential reprogramming practical, we design an attractor-
based sequential reprogramming, which only requires partial observability of the
network. The principle of this method is to use other attractors as intermediate
states for the reprogramming. At each step, we apply a set of perturbations to
stir the dynamics towards a state in the strong basin of an intermediate attrac-
tor (or a target attractor). We then let the network evolve spontaneously to the
intermediate attractor (or the target attractor). We repeat the above procedure
until the network reaches the target attractor. In this paper, we focus on instan-
taneous perturbations, while applying the perturbations longer will not a↵ect
the reachability of the target attractor. In practice, based on empirical experi-
ence, biologists may be able to determine how long it takes for the network to
stabilize in an intermediate attractor, i.e., the timing to apply the next pertur-
bations. In that case, if the intermediate attractors are single-state attractors,
partial observability is not required. However, if the intermediate attractors are
cyclic attractors, an observation of the state might still be required.

A feasible reprogramming method has to encode practical considerations. In
most cases, some variables cannot be perturbed, either because they represent
an external cause the experimenter cannot change, or a set of multiple genes and
proteins that would require a lot more work to perturb, or a transcription factor
impacting only the gene or protein hasn’t been found. Moreover, some attractors
might not be suitable as intermediate states, because they lead to the death or

2Image from Sergio Mover
3Image from “Sequential Reprogramming of Boolean Networks Made Practical”.
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Hot topic 1
Formal methods for neural network-based systems

Closed-loop CPS systems with Neural Network components4HSCC ’19, April 16–18, 2019, Montreal, QC, Canada Du�a, Chen and Sankaranarayanan

TM of f . TMs can also be organized as vectors to overapproximate
vector-valued functions.

TMs are closed under most basic arithmetic operations and the
overapproximation property is conserved. For example, assume
that (pf , If ) and (p� , I�) are TMs of the functions f and � respec-
tively over the domain D, then the summation (pf , If ) + (p� , I�) =
(pf + p� , If + I�) is a TM of f + �. Other operations include multi-
plication, application of any smooth function, di�erentiation and
integration. TM arithmetic was originally developed by Berz and
Makino (see [6, 30]), and a powerful integration technique which
is called TM integration [7, 9] is implemented based on it. The
extension of the method also allows ODEs to have time-varying
disturbances [8].

Given an ODE €x = f (x, u,w) with a feedback law u(t) = �(x, t),
a time horizon [0,T ] and integration time step �I , we may use
a TM integrator such as Flow* to compute a series of N TMs
(p0, I0), . . . , (pN�1, IN�1) wherein N = d T

�I
e, and (pj , Ij ) is a TM

that overapproximates the reachable sets of the closed loop system
over the time interval [j�I , (j + 1)�I ]. The tool may also adaptively
vary the integration time step �I and the degree of the polynomials
pj using heuristics that are described elsewhere [8].
Neural Network. Next, we de�ne feedforward neural networks
(FNNs). Structurally, a FNN N consists of k > 0 hidden layers,
wherein we assume that each layer has the same number of neurons
N > 0. We use Ni j to denote the jth neuron of the ith layer for
j 2 {1, . . . ,N } and i 2 {1, . . . ,k}.

De�nition 2.4 (Neural Network). A k layer, n input , neural net-
work with N neurons per hidden layer is described by matrices:
(W0, b0), . . ., (Wk�1, bk�1), (Wk , bk ), wherein (a)W0, b0 are N ⇥ n
and N ⇥ 1 matrices denoting the weights connecting the inputs to
the �rst hidden layer, (b)Wi , bi for i 2 [1,k � 1] connect layer i to
layer i + 1 and (c)Wk , bk connect the last layer k to the output.

Each neuron is de�ned using its activation function � linking its
input value to the output value. Although this can be any nonlinear
function, we focus on neural networks with “ReLU” activation
function� (z) : max(z, 0). However, the techniques presented in this
paper extend to other types of activation units through piecewise
linearization [16].

For a neural network N , as described above, the function FN :
Rn ! R computed by the neural network is given by the composi-
tion FN := Fk � · · · � F0 wherein Fi (z) : � (Wi z + bi ) is the function
computed by the ith hidden layer, F0 the function linking the inputs
to the �rst layer, and Fk linking the last layer to the output. Note
that the function de�ned by a neural network with ReLU activation
functions is continuous and piecewise di�erentiable.
Range Analysis for Neural Networks. The problem of range
analysis for a neural network starts from a network N and a set
x 2 D of inputs to the network. The goal is to �nd an interval [`,u]
such that (8 x 2 I ) FN (x) 2 [`,u].

Often, we are interested in ensuring that the interval is tight.
Finding such an interval over the outputs is performed by solving
two optimization problems:

max(min) � s.t x 2 I ^ � = FN (x) ,

ODE
€x = f (x, u,w)

FNN
u(j�c ) = FN (x(j�c ))

S�����
H���

x(t)

x(j�c )
u(j�c )

w(t)

clk

Figure 3: Block diagram of a neural feedback control system.

However, the problem of solving optimization problems with
neural network constraints is highly nonlinear. Using the proper-
ties of ReLU function, it can be encoded as a large mixed integer
linear program (MILP) [16, 29]. Recent work by Dutta et al, aug-
ments the MILP approach by using local gradient information to
improve the current solution. While the approach uses an MILP
solver to perform global search, it is only asked to provide a small
� improvement to an existing local solution, when it is stuck in a
local minima. The combined approach is reported to be faster and
more e�ective for many of the networks tested, and implemented
inside the tool S������� [16].

3 PROBLEM STATEMENT AND APPROACH
We present the problem statement and a high level overview of our
approach.

3.1 Problem Statement
De�nition 3.1 (Neural Feedback System). A Neural Feedback Sys-

tem S is a tuple hX ,U ,W , f (x, u,w),N ,�c i wherein €x = f (x, u,w)
de�nes the dynamics of the continuous component, X ✓ Rn is the
state space of the system, U ✓ Rm is the control input range, and
W ✓ Rl is the range of the time-varying disturbances. Finally, �c is
the time period of the controller, i.e., the control stepsize.

Figure 3 shows a block diagram representation of a NFS. The
feedback N is a FNN with input x 2 X and yields an output u 2
U . The neural network is invoked at time instants t = j�c for
j 2 N, with the output of the network held constant over times
t 2 [j�c , (j + 1)�c ). The network is assumed to compute its output
instantaneously whenever its inputs change.

Given a bounded time horizon [0,T ], initial state x0 and a dis-
turbance w : [0,T ] 7! W , trajectory x(t) and control signal u(t)
for t 2 [0,T ] are de�ned as follows. For each time interval t 2
[j�c , (j + 1)�c ] such that j = 0, 1, . . . , T

�c
� 1, we have that x(t) =

�f (x(j�c ), t � j�c , u(t),w(t)) and u(t) = FN (x(j�c )).
It is obvious that the reachability problem is undecidable on

NFSs, since it is already undecidable on CDS. Thus we want to
compute an accurate overapproximation for the reachable set of a
NFS in order to prove its safety.

3.2 Our Approach
Our approach exploits the local continuity properties of the feed-
back function FN (x). Rather than consider the given NFS as a hybrid
automaton, we will consider it as a continuous feedback system and
locally approximate the feedback FN by a polynomial of a given
degree, while carefully accounting for the error.

Challenges

I Extension of reachability/SMT methods to deal with NN
components

I Specification definition for NN components

4From Reachability Analysis for Neural Feedback Systems using Regressive
Polynomial Rule Inference, Kushner et al. HSCC 2019.



Hot topic 2
Data driven modeling of dynamical systems

Model prediction from data5

HSCC ’20, April 22–24, 2020, Sydney, NSW, Australia Taisa Kushner and Sriram Sankaranarayanan and Marc Breton

plasma insulin concentration which requires radioactive studies to
measure directly.

The nonlinear nature of ODEs and the di�culties of identify-
ing parameters has spurred interest in a number of data-driven
approaches for predicting blood glucose values using historic CGM
and insulin pump data have been proposed, many of which utilize
neural networks [26, 27, 33, 47, 53]. Additionally, interest in such
neural network based models continues to grow as can be noted
by a recent NIH supported “Blood Glucose Prediction Challenge”
held as part of the KDH workshop in 2018 [8] and recent JDRF
investment [36].

4 NEURAL-NETWORK BASED MODELS
While data-driven models have shown promise for developing
patient-speci�c models towards use in arti�cial pancreas systems [23,
26, 27, 33, 47, 53], conformance of such models to known underly-
ing physiological properties has not yet been tested. In this section,
we explain a core conformance requirement for such models. Next,
we present an overview of the type of data these models are trained
on, and potential incorrect causal relations and biases which may
potentially lead to models that fail to be conformant.

4.1 Conformance Property
In this work, we verify models with inputs of glucose and insulin
and an output of future blood glucose levels. A key conformance
property states that: “Insulin should cause blood glucose levels to
decrease”. In particular, we test that given all other factors remain-
ing equal, if an insulin input is increased monotonically, predicted
blood glucose levels must decrease. At a physiological level, insulin
binds to receptors in cells that increase the uptake of glucose and
causes the storage of blood glucose in the liver as glycogen. While
nonlinear, this relationship is known to be monotonic.

However, data-driven models, such as neural networks, need not
capture this natural causal relationship even if we have “su�cient”
data. This is due to reliance of such data-driven methods on the
most common correlations within the data, rather than underlying
causality. Here we describe one common pattern in data which
could result in models learning non-conformant dynamics (insulin
results in blood glucose rise) due to the correlation between meals
and insulin bolus:

(1) Large insulin boluses are commonly given before meals.
(2) The nutrients in the meal cause blood glucose levels to rise.
(3) The insulin bolus is input to the network but meal inputs

are often unreliable or not present as input to the network
(they are di�cult to collect in a reliable manner).

(4) As a result, the data driven model “attributes” the rise in
blood glucose levels to the insulin.

Since neural networks are opaque models, such an improperly
learned causal relationship cannot explicitly be seen in a human
readable format, however the danger this poses is easy to see: if a
neural network model incorrectly attributes a rise in blood glucose
to a large insulin dose rather than a meal, a network may lead to
a decision that treating hypoglycemia with an insulin bolus is the
optimal course of action since it causes blood glucose levels to rise.
In this work, we utilize our conformance testing methodology to
identify if such relations exists.

4.2 Structure
Figure 1 depicts the structure of neural network models analyzed
in this paper. The neural networks considered here are feedforward
neural network models, with inputs and structures selected to be in
line with recently proposed models of blood glucose prediction [26,
27, 33, 47, 53]. The general network structure analyzed is a two-
layer feed forward network utilizing ReLU (recti�ed linear unit)
activation functions. The networks input longitudinal blood glucose
data, as measured by a continuous glucose sensor, along with insulin
pump doses. Inputs are restricted to the past 30 minutes, with
readings obtained every 5 minutes. The output of the network is
the predicted blood glucose value T minutes into the future, where
T is the prediction horizon. Here, we will set T = 60 minutes. As
observed in the literature, smaller networks perform better on the
test data.

N�����
N������

M����

G(t � 30)
G(t � 25)

· · ·
G(t )

I (t � 30)
G(t + 60)

I (t � 5)
· · ·
I (t )

Glucose

Insulin

Figure 1: Structure of the predictive model for future blood
glucose (BG) levels from past BG and insulin levels.

We consider three di�erent types of network structures: M1-M3.

Basic Neural Network (M1): The basic structure M1 has two dense
layers with 8 neurons per layer, with a single output neuron. This
model was selected as a generalization of various feedforward neu-
ral network models recently proposed models of blood glucose
prediction [26, 27, 33, 47, 53].

Split Structure (M2): Figure 2 shows a split �rst layer topology
�rst considered by Dutta et al. [22]. This network “splits” the �rst
hidden layer into two parts: one part connected just to the glucose
inputs and the other to the insulin inputs before these are connected
to a joint second hidden layer. The reason for the split is to mimic
physiological models of insulin-glucose regulation, wherein the
insulin inputs are combined to calculate a “insulin-on-board” that
a�ects the future course of blood glucose levels. This model is
included to test how conformance changes, and if it improves,
when compared to a “standard” model, M1.

Split Structure with Monotonicity Constraints (M3): Finally, we
consider the split structure in model M2 and additionally constrain
the network to be monotonic with respect to the insulin inputs.
Let N be a neural network with inputs (x1, . . . ,xn ), and whose
activation functions are monotone with respect to their inputs.

De�nition 4.1 (Negative Monotonic Neural Networks). An input
xi is said to be negative monotonic with respect to an output x of
a network with monotonic activation functions i� the product of
weights along each path from xi to the output x is non-positive.

Let FN (x1, . . . ,xn ) be the function computed by a neural net-
work N .

Challenges

I Lack of properties on modelled systems (Lipschitz, monotony, etc.)

I Conformance proof of NN model with respect to databases or real
systems

I Adapt controller synthesis algorithms

5Conformance verification for neural network models of glucose-insulin dynamics,
Kushner et al. HSCC 2020.



Opportunities

Cooperation with DataSense for learning-based systems to improve
explicability, verification, specification


